NHOOPMAIIMOHHAA ITAMATKA
/I OBYUYAIOIIIXCA I PASMEIINEHU A
HA OOUIINAJIBHBIX MTHTEPHET-PECYPCAX

C KakIpIM TOZOM MOJIOJIE’KH B MHTEPHETE CTAHOBHUTHCSA OOJIBIIE, a IIKOJIbHUKU
OJHU M3 CaMbIX aKTHBHBIX I10JIb30Baresieli PyHera. Mexay TeM, IOMHUMO OIPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HeceT M Ipo0eMbl. JTa IaMsATKa IOJDKHA
IIOMOYb TeOe 6e30MMacHO HAaXOAUThCS B CETH.

KoMmnbroTepHbie BUPYyChI

KoMnploTepHBII BUpPYyC - 5TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IIPOTpPaMM,
OTJINYUTETLHON OCOOEHHOCTHIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHHI0. B
JOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT IOBPEAUTh WJIM IOJHOCTHIO YHHUYTOXKUTH BCE
daiiel 1 AaHHBIE, TOAKOHTPOJIBHBIE IIOJIB30BATENIO, OT HMMEHU KOTOpPOro ObLia
3allylleHa 3apa)XeHHas IIpOorpaMma, a TakKXKe IOBPEUTh WU JJaKe YHUUYTOXKUTH
OTIEPAIUOHHYIO CHCTEMY CO BceMu (aiyiaMu B I1eJIOM. B OGOJBIIMHCTBE CIydYaeB
PacIpoCTPaHAIOTCA BUPYCHI YEPE3 UHTEPHET.

MeTozbl 3a1IUTHI OT BPEJOHOCHBIX IIPOIPaAMM:

1. Hcnonp3yl cOBpeMeHHBbIe OIlepalliOHHbIE CHCTEMbI, HUMEIOIIE CePbe3HbIN
YPOBEHD 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM,;

2. IlocrosHHO ycraHaBiuBail mauyTu (OUQPOBBIE 3aIUIaTKH, KOTOPBIE
aBTOMAaTHUYECKH YCTAaHABJIUBAIOTCSI C IIEJbI0 JIOPAOOTKH IIPOTPaMMBbI) U JAPYTHE
OOHOBJIEHHS CBOEU OINEPAIMOHHOU cHcTeMbl. CKauMBall WX TOJBKO C O(GHUIIHATIBHOTO
cata paszpaborunka OC. Eciu cymiecTByeT peXuM aBTOMATHUECKOTO OOHOBJIEHUS,
BKJIIOUH €I0;

3. Pabortaii Ha cBoeM KOMIIbIOTEPE TIOJI MpaBaMH IIOJIb30BAaTessA, a He
afMUHUCTpaTOpa. JTO HE II03BOJIUT OOJIBIIIMHCTBY BPEJOHOCHBIX ITPOrpPaMM
WHCTAJJINPOBAThCSA HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. UHcnosp3yll  aHTHBUpPYCHblE  IPOTPAMMHbBIE  NPOAYKTHI  H3BECTHBIX
MIPOU3BOINTENIEN, C ABTOMATHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub pusnyecKuit JOCTYI K KOMIIBIOTEPY JIJIs1 IOCTOPOHHUX JIUII;

6. Vcnionp3yli BHEIIHNE HOCUTeJN MHQOpMAaIUM, Takue Kak QJiellka, AUCK WU
(paitn U3 UHTEpHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOUYHUKOB;

7. He oOTKppIBail KOMIIbIOTEpHBbIE (pailyibl, IIOJyYeHHble U3 HEHAaJIeKHbIX
HCTOYHUKOB. Jlaxke Te (ailyibl, KOTOpble HMpHCJIaJ TBOU 3HAKOMBIN. JIlydllle yTOUHU Y
Hero, OTIIPABJIAJI JIU OH Tebe UX.

Certu WI-FI

Wi-Fi - 3T0 He Buj mepenayu JAaHHBIX, HE TEXHOJIOTHUSA, a BCErO JIMIIb OpeHs,
Mapka. Eie B 1991 roqy HUiepsIaH/icKasi KOMIaHUs 3apeructpupoBasia opess "WECA",
yTto obOo3Hayasio cioBocoueranue "Wireless Fidelity", koropsiii mepeBoguTcs Kak
"GecrpoBOIHAS TOYHOCTD .

Jlo Hallero BpeMeHU Jolla Jipyras ab0peBuaTypa, KOTOpas SABJISETCSA TaKOH ke



TexHosiorueii. Ato abbpeBuarypa "Wi-Fi". Takoe HazBaHue OBLIO JJaHO C HAMEKOM Ha

CTaHZapT BbICIIel 3BYKOBOW TexHuku Hi-Fi, uTo B mepeBojie O3HaudaeT "BBICOKAS
"

TOYHOCTD".

Jla, OecriaTHBIM WHTEPHET-IOCTYH B Kade, OTeNsIX U a’poIopTax SBJIAETCA
OTJIMYHON BO3MOXKHOCTBIO BBIXOJIa B MHTEepHET. HO MHOrHe 3KCIEPThl CUHUTAIOT, YTO
obmenocrymabie Wi-Fi cetu He sBsi0oTCA 6€30IIaCHBIMH.

CoBeTbl 110 6€3011aCHOCTH pabOTHI B OOIIENOCTYITHBIX ceTsaX Wi-fi:

1. He mepenmaBaii cBoI0 JMYHYI0 HHPOpMAIUIO uepe3 obIemoctynubie Wi-Fi ceTu.
Paboras B HUX, JKeJ1aTeJIbHO HE BBOJIUTD ITAPOJIU JOCTYIIA, JIOTUHBI ¥ KAaKWe-TO HOMEpPa;

2. Mcnosb3yii 1 0OHOBJIAN aHTHBHPYCHBIE TPOrpaMMbI B OpanaMayep. Tem camMbIM
THI 00e30macuIllb cebs OT 3aKaYKU BUPYyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonp3zoBanuu Wi-Fi otwioun ¢yuknuio "OOmuit foctyn K ¢aitiam u
npuHTepaMm'. JlaHHada ¢YHKIUA 3aKpbITa II0 YMOJYAHUIO, OJIHAKO HEKOTOPBIE
MIOJIb30BATEIN AKTUBUPYIOT €€ JIJIA y/I00CTBA UCIIOIb30BaHUSA B paboTe wiu yuebe;

4. He ucnonwayit myouuneiii WI-FI 14 mepesiaum JIMYHBIX JTAHHBIX, HAIPUMED
JUIA BBIXO/IA B COIMAJIbHBIE CETU UJIU B DJIEKTPOHHYIO I10YTY;

5. Mcnonp3yl ToabKO 3amuineHHoe coenuHenue uyepe3 HTTPS, a ne HTTP, T.e.
IIpu Habope Beb-asipeca BBoaAW UMeHHO "https://";

6. B mobOwiapHOM Tenedone otwioun Qysknuo "Tlopkmouenne k Wi-Fi
aBromarnuecku". He /oryckall aBTOMaTUYECKOTO MOJKIIIOUEHHUS YCTPOUCTBA K CETAM
Wi-Fi Ge3 TBoero coryacus.

ConunajibHBIE CETU

ComuanbHble CeTH aKTUBHO BXOJAT B HAIIy KU3Hb, MHOTHE JIIOIU PAabOTAOT U
J)KHMBYT TaM IIOCTOSIHHO, a B Facebook y»ke 3apermcrprupoBaH MUJLIHAD]] YEJIOBEK, YTO
ABJIAETCS OJHOM CeAbMOH BceX JKHTeJed IIaHeTbl. MHOrHe IIOJIb30BaTeJI He
MMOHUMAT, YTO WHGpOpPMaIus, pa3MelleHHas: UMH B COIUAJIbHBIX CETSAX, MOXKET OBITh
HaliJleHa ¥ HCIOJIb30BaHA KeM YTOJIHO, B TOM YHCJIE He 00A3aTeJIbHO ¢ Osiarumu
HaMepEeHUsIMU.

OCHOBHBIE COBETHI 10 O€30IaCHOCTH B COIMAJIBHBIX CETAX:

1. OrpaHuYb CIUCOK Jipy3ei. Y TeOs B JPYy3bsAX HE JIOJIPKHO OBITh CIIyJalHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuiai CBOI0 YAaCTHYIO >KU3Hb. He ykaspiBall maposiu, TesedOHBI, ajipeca,
JIaTy TBOErO POXKJEHUA U JPYTyl0 JIMYHYI0 HH(MOPMAIUIO. 3JIOYMBIIIIEHHUKA MOTYT
HCNOJIb30BaTh Ja)ke HWH(MOpPMAIUI0 O TOM, KaK Tbl U TBOW POJAUTENH IUIAHUDPYeTe
MIPOBECTY KaHUKYJIBI;

3. 3amumal CBOIO PENyTaIlHIoO - JIEPKHU €e B YHUCTOTe W 3ajiaBail cebe BOIPOC:
XoTeJ1 Obl ThI, YTOOBI JIDyTHUE ITOJIb30BAaTEIN BUJIEJIH, YTO ThI 3arpyskaemb? [Togymaii,
MPEsK/ie YeM UTO-TO OIyOJIMKOBATh, HAIIKCATD U 3aTPy3UTh;

4. Ecau Tl TOBOpUINL C JIIOABMH, KOTOPBIX He 3HAEIllb, HE HCIIOJIb3YH CBOE
peasibHOe UMs U APYTYIO JINYHYI0 NHOPMALNN: UM, MECTO KUTEIbCTBA, MECTO yIeObl
U [IpOuee;



5. N3beraii pasmemenus ¢dororpaduii B MHTepHETE, I7le Thl M300pa’keH Ha
MECTHOCTH, IT0 KOTOPOH MOKHO OIIPEJIEJTUTh TBOE MECTOIIOJIOKEHUE;

6. IIpu perucrpanyu B COIMAJIPHONM CETH HEOOXOJMMO HCIIOJIb30BATh CJIOKHBIE
MapOoJIx, COCTOSAIIME U3 OYKB U IUGP U C KOJIMYEeCTBOM 3HAKOB He MeHee 8;

7. JIJIsT couasibHOM CeTH, MOYThl W JAPYTUX CAUTOB HEOOXOJMMO HCIIOJIb30BaTh
pasHble maposau. Torza ecyim Tebs B3JI0MAIOT, TO 3JIOYMBINIEHHUKH TOJIYYaT JIOCTYII
TOJIPKO K OJTHOMY MECTY, a HE BO BCe Cpasy.

AJIEeKTPOHHBIE JE€HbI'U

OJIeKTPOHHBIE JIeHBI'M - OTO OYeHb YAOOHBIM crocob IUIaTexed, OIHAKO
CYIIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJIYYUTDb 3TH JIEHBTH.

SJ'IGKTPOHHI)IG A€HbI'M IIOABHJIMCH COBCEM HEAABHO M HMMEHHO H3-3a 3TOIrO BO
MHOTHUX I'OCyAapCTBax 0 CUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHM (GYHKIIMOHHUPYIOT U O HHUX y:Ke MPOIKMCAHO B 3aKOHE, I7ie UX
pas3feAT Ha HECKOJIBKO BH/IOB - aHOHMMHbBIE U HE aHOHUMHbBIE. Pa3HHUIIa B TOM, YTO
AHOHUMHBIE - BTO Te€, B KOTOPBIX pas3pelaercs IMPOBOAUTH oOIllepanuu 6e3
uieHTU(GUKAIUY TI0JIb30BaTeIsI, a B HEAHOHUMHBIX HAEHTU(UKALMA T0JIh30BaTEIIS
ABJIseTCSa 00513aTeIbHOM.

Taxke ciemyeT  pasjauyarh  BJIEKTPOHHBIE  (GUATHBIE JIEHBI'W  (paBHBI
TOCYZAPCTBEHHBIM BAJIIOTAaM) W 9SJIEKTPOHHble HedUaTHbIE JIeHbI'W (HE PpaBHBI
rOCyZlapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO HE30IIACHOU PaboTe C 3JIEKTPOHHBIMU JIEHbI'AMU:

1. IlpuBs:xku K cueTy MOOWJIBHBIA TeslepOH. DTO caMblil yIOOHBIA U OBICTPBIH
crioco0 BOCCTAaHOBUTH JOCTYH K cdeTy. I[IpuBsA3aHHBIA TeaeOH TOMOMKET, €C/In
3a0yzielllb CBOM IIJIaTEXKHBIM MApOJIb WU 3ai/IelIh Ha CAaliT ¢ HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnoonp3yét opHOpaszoBble maposnu. Ilocime 1mepexoza Ha  yCUJIEHHYIO
aBTopusanuio Tebe yxke He OyZeT YrposkaTh OIACHOCTh KpaKW WJIM IlepexBaTra
IUIATEXKHOTO TTAPOJIS;

3. Beibepu ciioxxHbBIN maposik. [IpecTynHukaM OyeT He MIPOCTO YrafaTh CJIOKHBIN
napoJsib. HajiexxHple maposiv - 3TO Mapojid, KOTOPble cofiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ceDOsl CTPOUHBbIE U MPOMHUCHBIE OYKBBI, ITUGPHl U HECKOJIHKO CHUMBOJIOB,
TaKue KakK 3HaK JjoJuiapa, GyHTa, BOCKJINIATEeIbHBIN 3HAK U T.11. Hampumep, $tRong!;;

4. He BBOAY cBOM JINUHBIE JJAaHHBIE HA CalTaX, KOTOPHIM He JJOBEPSIEIIIb.
JJIeKTPOHHAaA MoYTa

OJIeKTPOHHAA II0YTAa - DTO TEXHOJIOTUS U HPeAoCTaBjseMble €l YCIYTH IO
IepecbUyIKe U IOJYYEeHUI0 3JIEKTPOHHBIX COOOIIEHUU, KOTOpble pacHpefesisioTcs B
KOMITBIOTEPHOU ceTHU. OOBIUHO 3JIEKTPOHHBIN IOYTOBBIN AIIUK BBITJIAIUT CJIETYIONTAM
oOpa3oM: HMsA_II0JIb30BATENA@UMA_JIoMeHa. Takke KpoMme Iiepe/laudl IIPOCTOTO
TEKCTa, IMeeTCsl BO3MOKHOCTD I1epe/iaBaTh (paiiyibl.

OCHOBHBIE COBETHI 110 OE30IMacHO paboTe ¢ 3JIEKTPOHHOU MOYTOMU:

1. Hazo BpIOpaTh MpaBUJIbHBIN IOYTOBBIN cepBUC. B MHTepHETE ecTh OTPOMHBIHN



BBIOOP OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OTHAKO JIYYIIlE JJOBEPSTh TEM, KOTO 3HAENIb U
KTO IIepBbIN B PEUTHHTE;

2. He ykazplBall B JIMYHOW MOUYTe JIMYHYI0 wHopManuw. Hampumep, sydire
BBIOpATh "'My3bIKJIbHBIN_(haHaT@" mim "pok2013" BMecTo "Tema13";

3. Mcnonp3yil ABYX3TAHYI0 aBTOPH3AIUI0. JTO KOTAAa MOMHMO IApOJIsi HY:KHO
BBOJUTH KOJI, IPUChLIIaeMbIA 0 SMS;

4. Beibepu cJI03KHBINA TTApOJIb. I KaXKA0T0 TOYTOBOTO AIIUKA JOJIKEH OBITh CBOM
HaJIe>KHBIW, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecan ecth BOBMOKHOCTh HANIUCATh caMOMY CBOH JIMYHBIN BOIIPOC, I/ICHOJII)B}’ﬁ
ITY BOSMOXXHOCTD;

6. Mcrosip3yit HeCKOJIBKO ITOYTOBBIX AMMUKOB. [IepBbIi JJ1s1 YaCTHOM HEPENUCKU C
azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. ITO BJIEKTPOHHBIN aJipec He HAJ[0 UCII0JIb30BaTh
IIpU perucrpanuu Ha Gpopymax U cauTax;

7. He oTkpsIBail ayibl U ApyTUE BJIOKEHUSA B MUChMAX, JlasKe €C/IM OHU MPUIILIN
OT TBOUX Jipy3ei. JIydllle yTOYHH Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (ailibl;

8. ITocsie okoHUYaHMsA pabOTHI HA IOUTOBOM CEPBHCE TEPE], 3aKPBHITHEM BKJIAJIKU C
cariToM He 3a0y/ib Ha>kaTh HA "BeriaTu".

Kuo6epOy/LTMHT WIN BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOy /utiHT - mpecsiefoBaHHE COOOIEHUSAMH, COAEPIKAIIUMH OCKOPOJIEHUS,
arpeccuro, 3alyrHBaHMe; XYJIUTAHCTBO; COIMAJIbHOE OOHKOTHPOBAaHUE C TIOMOIIBIO
Pa3JINYHBIX UHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 10 OOpHOE ¢ KNOEPOY/UTUHTOM:

1. He Opocaticsa B 601, Jlyumuii criocob: mocoBeToBaThCsl Kak cebsl BECTH U, €CITH
HET TOrO, K KOMY MOKHO OOpaTHUThCS, TO BHaYaje YCIIOKOUThCA. Ecau Thl HauHEIIb
OTBeYaTh OCKOPOJIEHUSIMH Ha OCKOPOJIEHHs, TO TOJIBKO eIlle OOJIbIIIE Pa30KiKellb
KOH(]JINKT;

2. YpasJisii cBoel KubeppemnyTayeii;

3. AHOHUMHOCTH B CETH MHHMAas. CYIJ_IeCTBYIOT CITOCOOBI BBIACHUTDH, KTO CTOUT 34
AHOHHUMHBIM aKKayYHTOM;

4. He crour Bectu XynuraHckuii oOpa3 BUPTyaJbHOM KU3HU. VIHTEpHeT
(ukcupyer Bce TBOU [IeHCTBUA U COXpaHAeT HUX. YJIUTh HX OyzeT KpailiHe
3aTpPy/IHUTEJIHHO;

5. Cobu1t0/1a#1 CBOXO BUPTYJIHLHYIO UECTh CMOJIOAY;

6. UrHopupy# enuHUYHBIA HeraTuB. OlHOpa30Bble OCKOPOUTEILHBIE COOOIIEHMS
JIy4liie uirHopupoBaTh. OOBIYHO arpeccusi MpeKpaIiaeTcs Ha HA4YaJIbHOU CTa/INY;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHHAMH, B
COITUAJIPHBIX CETSX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIPABKU COOOIIEHUHA C
OTIpEeJIeJIEHHBIX a/IPECOB;

8. Eciim TI cBuzerenb KubepOysimHra. TBOM JeWCTBUA: BBICTYIIUTh IIPOTUB



IIpeciaenaoBareid, II0OKa3aTb €MY, YTO €ro HeﬁCTBHH OE€HHUBAIOTCA HETraTUBHO,
IIoaaepzKaTh KEPTBY, KOTOpOfI HY>KHAa IICUXO0JIOTHYECKasA IIOMOIIb, COO6H.II/ITI> B3POCJ/IbIM
0} (l)aKTe arpeCCUBHOTIO ITOBEACHUA B CETH.

MoOubHBIN Tes1edOoH

CoBpeMeHHble cMapT(OHBI M IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POC/IBIN
dyHKIIMOHA), ¥ Temepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAI[MOHAPHBIMU
koMmboTepamMu. OHAKO, CPEJICTB 3aIUTHI /IJ1 MOA00HBIX YCTPOUCTB ITOKA OYEHH MAJIO.
TecTrpoBaHNE W MOUCK YSI3BUMOCTEN B HUX MPOUCXOJUT HE TaK WHTEHCUBHO, KaK JIJIA
ITK, To ke camoe KacaeTcs ¥ MOOMJIbHBIX TPUJIOKEHUH.

CoBpeMeHHbIe MOOWJIbHBIE Opay3ephbl y»Ke IIPAaKTUYECKH JOTHAJId HACTOJIbHBIE
aHAJIOTH, OJTHAKO pacIiupeHre QYHKIIMOHAJIA BeUYeT 3a COO0M OOJIBIIYIO CJIOKHOCTD U
MEHBIIYIO 3aIUIIEeHHOCTb.

Jlanmeko He Bce IIPOU3BOJUTENH BBIIMYCKAIOT OOHOBJIEHUSA, 3aKpbIBAIOIIUeE
KPUTHUYECKUE YA3BUMOCTHU JJIfl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI /1151 6€30IIACHOCTH MOOMIIBHOTO TesiedoHa:

Hwuuero He sABJIAETCA MO-HACTOAIEMY OeCIIaTHBIM. Bylb OCTOpOXKeH, Beb KOT/a
Tebe mpezIaraloT OeCcIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUe-TO IIATHBIE
YCIIyTH;

Hdymaii, npex/ie ueM oTipaBuTh SMS, ¢poTo uinu Busieo. Trl TOUHO 3HAEID, T7je OHU
OyAyT B KOHEUHOM UTOTE?

Heob6xo11M0 06GHOBJIATH ONIEPAIIOHHYIO CHCTEMY TBOETO CMapThOHA;
Ucnosnp3yit aHTUBUPYCHBIE ITPOTPAMMBI /151 MOOMJIBHBIX TeJIE(DOHOB;

He 3arpy:xail mpusokeHHs OT HEW3BECTHOTO WCTOYHUKA, Be/lb OHU MOTYT
coJlepKaTh BPeZJOHOCHOE TPOrpaMMHOe 0becrieueHue;

ITocste TOro Kak ThI BEIUAEIID C CAUTA, T/I€ BBOAWII JIMYHYIO WHGOPMAIIUIO, 3a1/I1 B
HacTpoUKu Opay3epa u yzaim cookies;

[leproguyecku mTpoOBepsAl, Kakue IUIaTHbIE YCJIYTM AKTUBUPOBAHBI HA TBOEM
HOMeEDE;

JlaBaii cBo¥l HOMEpP MOOMIBHOTO TeiepOHA TOJIBKO JIIOZAM, KOTOPBIX Thl 3HAEIIh U
KOMY JI0BEpsEIllb;

Bluetooth moskeH OBITH BBIKJIIOUEH, KOT/Ia Thl MM He IOJIb3yellibcsi. He 3a0bIBait
WHOT/IA TIPOBEPSTH 3TO.

Online urps1

CoBpeMeHHblEe OHJIAUH-UTPHI - 5TO KPACOUYHBIE, 3aXBaThIBAIOIIUE Pa3BjeUueHUs,
00beINHAIONINE COTHU THICSAY YeJIOBEK 10 BceMy MUPY. VITPOKU HCCIeAYIOT JaHHBIN UM
MHp, O0IIAIOTCA APYT C JIPYTOM, BBHITIOJIHAIOT 33J]JaHUs, CPA’KAIOTCA ¢ MOHCTPAMH U
MOJIyJalOT OMbBIT. 3a YJOBOJILCTBHE OHU IUIATAT: IIOKYHAIOT [AUCK, OIJIAUYNBAIOT
a0OHEMEHT WJIU IMTPUOOPETA0T KAKUe-TO OIIHH.

Bce atm cpezctBa mayT HA TMOAJEp;KaHUME W Pa3BUTHE WUTPHI, a TaKKe HA CaMy



0e30IMacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPHU3AIUH, BBIITYCKAIOTCS HOBBIE TTATUH
(rmudpoBbIe 3aIUIaTKU AJ1s IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HIpax CTOUT OIlaCaTbCAd HE CTOJIBKO CBOHX COII€EPHHKOB, CKOJIBKO
KpaXH1 TBOETO IIapoOJid, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPpHU3allNK1 0OJILIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOr'0 aKKayHTa:

1. Ecim napyroéi urpok BezeT cebs IUIOXO WM cO3/aeT Tebe HEmPUSITHOCTH,
3a0JIOKUPYH €ro B CITUCKE UTPOKOB;

2. IMoxamyiica agMUHUCTpATOPaM WIPhI HA ILJIOXO€ IIOBEJIEHHE STOTO HTPOKA,
JKeJIaTeJIbHO MMPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/IE CKDUHOB;

3. He ykaspiBaii inyHyo nHpopMaIuio B npodaiisie Urpsi;
4. YBakall IpyTUX YYaCTHUKOB I10 UTDE;

5. He ycranaBiuBail HeouiimaabHble IaTYU U MOJbI;

6. Vlcniosib3yli cy103KHBIE U Pa3Hble [1apOJIH;

7. Jlasxke BO BpeMs UTPHI HE CTOUT OTKJIIOYATh aHTUBUPYC. [Toka Thl urpaemipb, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

POUIINHT WIN Kpaxa IUIHbIX JaHHbIX

OObIUHOU Kpakell JleHeT U JJOKYMEHTOB CErOf[HsA y:Ke HUKOTO He YAWBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTUHN 3JI0YMBIIIEHHUKN MePEMECTWINCh B UHTEPHET, U
MIPOI0JIKAIOT 3aHUMAThCA "TIOOMMBIM " Z1€JIOM.

Tak mosiBWJIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHIYECTBA WU (QUIIUHT, TJIaBHAs
1[eJTb KOTOPOTO COCTOUT B IMOJIyYeHUU KOH(UIEHIINAIbHBIX JAaHHBIX MOJIb30BaTeEH -
JIOTUHOB U napoJieii. Ha anriniickom si3bike phishing uynraercsa kak ¢umwuHr (ot fishing
- ppIOHas J10BJIsI, password - mapoJIb).

OcHOBHBIE COBETHI IO OOPHOE ¢ PUITUHTOM:

1. Ciienu 3a cBouM akkayHTOM. Ecyii Thl mofi03peBaeliib, YTO TBOA aHKeTa ObLia
B3JIOMaHa, TO HEOOXOUMO 3a0JIOKUPOBATh €€ U COODIIUTHh aIMIHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOpPEE;

2. Hcmonp3yii Oe3orracHble BeO-CAaWThl, B TOM YHCJIE, WHTEPHET-Mara3uHoOB U
IIOMCKOBBIX CHCTEM;

3. Mcrosib3y# c102KHBIE U pa3Hble TapoJyid. Takum o0pa3oM, eciu Tebs1 B3JIOMAIOT,
TO 3JIOYMBINJIEHHUKH ITOJIy4aT JOCTYII TOJIBKO K OJTHOMY TBOEMY ITPOGIIIIO0 B CETH, a HE
KO BCEM;

4. Ecnu Tebst B3soMaid, TO HEOOXOJIMMO IPEAYIPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOPBIE JI0OABJIEHBI y TeOsI B APY3bsSX, O TOM, UTO TeOSA B3JIOMasId U, BO3MOXKHO, OT
TBOET'0 UMEHH OYEeT PacChLIaThCA CIIaM M CCHLIKHM Ha (PUITMHTOBBIE CAUTHI;

5. YcraHoBu HajiexkHbIN n1aposib (PIN) Ha MOOMIBHBIN TeedOH;
6. OTKJIIOYY cOXpaHEeHMe mapoJis B Opaysepe;

7. He OTKpI)IBaIL/'I (l)&ﬁ)H)I U Apyrue BJIOXKEHHUA B IIMCbMaXx, AdKe €C/IM OHHU IIPpUIIIN



OT TBOUX JIpy3ei. JIydllie yTOYHH Y HUX, OTIIPABJISJIN JIM OHU Tebe 3Tu (paiibl.

IIudporas pemyramusa

[MudpoBas pemyramus - 3TO HETaTUBHAS WK IMO3UTHBHAsE HHGOPMAIIUA B CETH O
Tebe. Kommpomerupyiomasa wHoOpManus, pa3MelleHHass B WHTEPHETE, MOKET
CcepbEe3HBIM 00Pa30M OTPA3UThCA HA TBOEH peasibHOMU Ku3HU. "lludpoBas pemyramus' -
3TO TBOW UMUK, KOTOPBIN hopMuUpyeTcs u3 nH(popmamuu o Tebe B UHTEPHETE.

TBoe mecrto KHUTEJIbCTBA, yqe6b1, TBOE (1)I/IHaHCOBOG IIOJIO?KEHHE, 0COOEHHOCTHU
XapakKTepa U paCCKa3bl O OJIM3KHUX - BCE DTO HAKAIIJIMBAETCS B CETH.

MHoOTrHe TOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K IyOJUKAIlMA JIMIHOU
nadopmanuu B MHTepHeTe, He MOHUMASA BO3MOXKHBIX ITOCTEACTBUH. ThI Take He
CMOJKeIllb JIoTafiaThbCA O TOM, 4TO ¢ororpadus, pa3melnieHHas 5 JieT HasaJ, craja
MIPUYNHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pasmeliieHue TBoux ¢ororpaduil U Apyrue AeWCTBUSA MOTYT He
HMCUYE3HYTh Jla’Ke I0CjIe TOTO, KaK Thl UX yJaIuIlb. Thl HE 3HAENIb, KTO COXPAHWI 3TY
nHdopManuio, nomnajga JU OHA B IOUCKOBbIE CHUCTEMBI M COXpAaHWIACh JIM OHA, a
[JIABHOE: UTO IMOAYMAIOT O Tebe OKPYKAIOIIue JIIO/IH, KOTOpble HAUAYT U YBUJIAT 3TO.
Haitt mHGOpPMAIIUI0 MHOTO JIET CIIYCTSI CMOKET JII000H - KaK U3 JOOPBIX MOOYKAEHUH,
TaK ¥ C HAMepeHUEeM MPUUNHUTH BpPe. ITO MOKET OBITh KTO YTOHO.

OcHOBHBI€E COBETHI 110 3aIUTe NU(PPOBOI pelyTaIuu:

1. [Toxymatii, mpeskJie YeM YTO-TO IMyOJIMKOBATh U MEpeiaBaTh y cedsl B OJiore Wiu B
COILIAJILHOM CETH;

2. B HacTpoiikax npo¢uss yCTaHOBU OrPaHUYEHUA HA IIPOCMOTP TBOEro Npoduis
U €0 COJIEP>KUMOTO0, c/iejIal ero TOJIbKO "I Apy3ei’;

3. He pasmemaili u He ykaszpiBail MHGOpPMAILUIO, KOTOpas MOXKeT KOro-janbo
OCKOPOJIATH WU OOMKATh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIe LIKOJBHUKY - AaKTUBHBIE T10JIb30BATEINU IU(PPOBOTO MPOCTPAHCTBA.
OpHako gasieko He BCe 3HAKOT, UTO II0JIb30BAHUE MHOTUMHU BO3MOKHOCTAMHU ITU(PPOBOTO
Mupa TpedyeT COOII0eHNS TPAaB HA NHTEJUIEKTYAJIbHYIO COOCTBEHHOCTb.

TepmuH "UHTE/UIEKTyasibHAs COOCTBEHHOCTH' OTHOCHUTCS K  Pa3JIMYHBIM
TBOPEHUAM YeJOBEYEeCKOr0 yMa, HauMHaA C HOBBIX U300peTeHUil U 3HaKOB,
0003HAYaAOIIUX COOCTBEHHOCTh HA MPOAYKTHI U YCJIYTH, W 3aKaHYMUBAsg KHUTAMU,
¢ororpadpuamu, KNHOPUIPMAaMU ¥ My3bIKQJIbHBIMU IPOU3BEJeHUAMU.

ABTOpCKHE TIpaBa - 95TO IIpaBa HA HWHTEJUIEKTYAJIbHYIO COOCTBEHHOCTh Ha
MPOU3BEIEHNs HAYKH, JIUTEPATYypbhl M HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B
KauecTBe TapaHTHUU TOTO, YTO WHTEJJIEKTYaIbHbBIN/TBOPUYECKUU TPYJT aBTOpa He Oyzer
HAIpacHbBIM, JIACT €My CIIPaBeJINBbIE BO3MOXKHOCTH 3apaboTaTh HA Pe3ysIbTaTaX CBOETO
TPy/ia, IIOJIyYUTh U3BECTHOCTD U Ipu3HaHue. HUKTO 6e3 pa3pelleHus aBTOpa He MOKET
BOCIIPOU3BOJIUTHh €ro IMPOU3BEEHHE, PACIPOCTPAHATh, MYOJIUYHO JAEMOHCTPHUPOBATH,
MpoJlaBaTh, HWMIIOPTUPOBATh, IIyCKaThb B  MPOKAT, IyOJUYHO  HCIIOJTHSTD,
MOKAa3bIBAaTh/UCIOJTHATH B 3Upe Win pa3meniath B IHTepHeTe.

Hcnosp3oBaHue "MUPATCKOTO" MPOrpaMMHOTO O0ecriedyeHHsi MOMKET MPUBECTH K



MHOTHM PpHCKaM: OT IIOTEPH JAJAaHHBIX K TBOMM aKKayHTaM 10 6JIOKI/IpOBKI/I TBOETO
YCTpOﬁCTBa, TJA€ yCTaHOBJI€HA HEJIETa/IbHadA IIpOorpaMMa. He crout takxe 3a6I>IBaTb, 4qTo
CYHIIECTBYIOT JIETAJIbHBIEC 1 OecIIaTHbIe IIporpaMmbl, KOTOPbI€ MOZKHO HAKWTH B CETU.

O nmopraJe

CereBUUYOK.p(] - TBOU IJIaBHBIN COBETUMK B CETU. 37eCh Thl MOKeEIIb y3HAThb O
0€30IIaCHOCTH B CETU IOHATHBIM U JIOCTYIHBIM S3BIKOM, a IMPU BO3HUKHOBEHUH
KPUTUYECKON CHUTyallud OOpaTUTHhCSA 34 COBETOM. A TakXKe NPHUHATH Yy4yacTHe B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKAAHUHOM!



